«OCTOPOXKHO, MOIIIEHHUKH | »

B ycnoBusx pasButHs HHGPOBOI SKOHOMHKH, 3EKTPOHHBIX MUIATEHBIX CHCTEM
TIEPCOHANBLHBIX  SJIEKTPOHHBIX yCTPOHCTB W MIHTepHeTa CTpeMHTENTHHO BO3POCIO
KOJIMYECTBO COBEPLICHHBIX C MX MCIOJIb30BAaHUEM MPECTYTICHUIA.

CoBepIieHnio 1aHHOK KaTeropuu MpecTyeHH# CIOCOGCTBYIOT JIOBEPUYHUBOCTH
I'PaXXIaH, HENOCTATOYHAs MX OCBEIOMIIEHHOCTh U IPEHEOPEXHUTETHHOE OTHOIICHHE
K 3JIEMEHTapHBIM MpaBHUaM 0€30M1aCHOCTH.

JUtst  mpenynpexIeHus MPOTMBONPABHBIX IEHCTBUM 110 JUCTAaHLIHOHHOMY
XUIIEHHIO IEHEXKHBIX CPE/ICTB Ba)KHO 3aIIOMHHUTD CIIEAYIOLIEE.

Cotpyauuku 6aHka 110 Tesie(OHy WK B JTeKTPOHHOM ITHCHME He 3aMpaliuBaroT:

® IepCOHANbHBIE CBENEHHS (Cepvs W HOMep IaclopTa, ajpec pPer;ucCTpPaliiH,

UMs U (paMUITHS BIaJeNblia KapThl);

® PEKBU3HTEL, Cpok pelctBust, [TMH- u CVV-Kkopl 6aHKOBCKHX KapT;

® napomu uid Komel U3 CMC-cooOLieHni [uisi MOATBEPKIEHUsS (UHAHCOBBIX

oInepaunuil Wik UX OTMEHBI;

® JIOTWH U IapoJib JJIs BXO/A B JIMYHBIM KaOUHET KIueHTa GaHKa.

CoTpynHukm O6aHKa TaKkKe He MpeJUIararoT:

® YCTaHOBHUTH IPOrpaMMbl YNAJE€HHOTO JOCTyHna (WM WHBIE CTOPOHHHE
NPUIIOXXEHHS]) Ha MOOMIIPHOE YCTPOUCTBO M Pa3pellNTh MOAKIIOUEHHE K HUM
IO/ IPEJJTOTOM TEXHUYIECKOH MOIEPIKKH (HaanMep, yJlaleHue BUPYCOB);

® mepeitu 10 ccpuike n3 CMC-coo0menus;

® BKIIOYUTH MEpeajpecaluio Ha TeneoHe KIMEHTA i COBEpIICHHUS
B JaJIbHEHIIIEM 3BOHKA OT €r0 MMEHH B OaHK;

¢ [OA WX DPYKOBOJCTBOM II€PEBECTH MJIsi COXPAHHOCTH J[EHEXHbIE CPENCTBA
Ha «3aIHIIEHHBIE» WU «0e30MacHbBIe» CUéTa;

® 3alTH B OHJIAHH-KaOWHET 1o cchuike 13 CMC-COoOOIIEH s HTH SIeKTPOHHOTO
UChMa.

baHK MOXXeT WHHLIMHPOBAaTh OOIIEHHE C KIMEHTOM TONBKO JUIS KOHCYIIbTAlHil
IO MpeNoCTaBIAeMbIM yciayraM. [lpy 5TOM 3BOHKH COBEpLIAIOTCS C HOMEPOB,
yKa3aHHBIX Ha OOOPOTHOH CTOpOHE KapThl, Ha OQMIMATBHBIX caifiTax U GAHKOBCKHX
JOKyMeHTaX. [Hble HOMepa He HMEIOT HUKAaKOTO OTHOIIEHHUS K GaHKY.

YUToOGbl He CTaTh JKEPTBOH JMCTAHLHOHHOTO MOIIEHHHYECTBA ClIELyeT
UCII0JIE30BaTh TOJIBKO OQUIIUATILHEIE KAHAJIBI CBS3H:

® (opMbl 06paTHOM CBA3M Ha caiiTe GaHKA U B MOGHIBHOM IIPHIIOKEHHH;

e TenedOHBI TOPSIYNX JIMHUMN;

® TPYIIBI WIH YaT-00THI B MECCEHDKepax (eciu TaKOBBIE HMEIOTCH).

Ba)XHO IOMHUTb, 4TO MOOWIIbHBIE NPUIOKEHHS GAHKOB CileIyeT CKadHBATH
depe3 oduimanbHeie Marasunsl (App Store, Google Play u T.11.).

HeobxonuMo yunThIBaTh, 4YTO mepKaTelnh KapThl 00S3aH CaMOCTOSTENIBHO
obecrieunTs KOH(HUIEHIMATBHOCTE €€ PEKBU3UTOB U B 9TOM CBA3M H36eraTh:

® TOAKIIOYEHHs K 00IenoCTyIHBIM ceTsiM Wi-Fi;

¢ wucnons3oBanus IIMH- miu CVV-komoB mpu 3akase TOBapoB H  yciyr

uepes ceTb «MHTEpHET», a Takxe 1o Teedony (pakcy);
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® COOOIIEHHS HAa3BaHHBIX KOJOB TPETBUM JIMIAM (B IPOTHBHOM cilydae JitoGbIe
OI€paliiy, COBEPIIECHHBIE C UX HCIOIb30BAHMEM, CUYMTAIOTCS BBITOIHEHHEIMHI
CaMMM JIepIKaTeNeM KapThl U He MOTYT OBITh OIIPOTECTOBAHE).
Ilpr wucmonb3oBaHWK GaHKOMAaTOB OTHABaiiTe NPEIIIOYTEHHE TEM, KOTOpPEIE
YCTaHOBJICHBI B 3aLIMIIEHHbIX MeCTaX (HalpUMep, B TOCYUYPEXICHHUSX, oducax GaHKOB,
KpYNHEIX TOProBeIX leHTpax). Ilepen ero mcrnonssoannem, ocMorpute 1 ybenurecs,
9TO:
¢ BCE OoNepanuy, COBEPLUIAEMBbIC IIPEIbIAy MM KIHEHTOM, 3aBepIICHEL
¢ Ha KIIaBHAType ¥ B MECTE IS IPHeMa KapT HeT JOMOIHUTENBHBIX YCTPOHCTB,
® OTCYTCTBYIOT HCHCIIPABHOCTH U MHbIE TOBPEKICHHS.
CoBepiias omeparuu, He NPUCTYLIHBAWTECH K COBETAM HE3HAKOMBIX Joei
Y He IIPUHUMAKNTE HX IIOMOILb. '
Ilpy  WCnoNb30BaHUE  COTOBBIX — TenedOHOB (cMapTdhoHOB)  cobmomaiite
CleIyIolIue IpaBuiIa;
® IPH YCTaHOBKE MOOWIBHBIX IIPUIOXKEHMI ofpamaiite BHHMaHHe Ha
TIOJTHOMO'HS, KOTOPBIE OHH 3alpallUBAOT. BynpTe OCOGEHHO OCTOPOIXKHEL,
CCJIH TIDHIIOKEHHE IIPOCHT IpaBa Ha YTEHWE aNPEeCHOH KHHTH, OTIPABKY
CMC-coobIennii v HHBIX yBeTOMIIEHHI, noctyn K cetu «MHTepHETY;
¢ OTKIIOYHTE B HACTPOMKaX BO3MOXKHOCTH HCIIONB30BAHHS TIOJIOCOBOTO
YIIPaBJI€HUsI [IPU 3a0JI0KHPOBAHHOM DKPaHE; ,

¢ HE nepexomure mo cceulkaM w3 CMC-yBenomiieHui, pasIMYHBIX YaTOB
M MECCEH/UKEPOB, He yOeIMBIIMCh B HX JOCTOBEPHOCTH (IIepe3BaHHBAMTE
JFOSIM UX ITPUCIIABIINM );

® HE TepEYHCIANTe [CHEXHBIE CPEJICTBA 3HAKOMBIM, DOJACTBEHHHKAMHU
M OIM3KUM JMI]AM HA HX NpOCkOBl O IeEpeBOJE EHEKHBIX CPEICTB
u3 CMC-yBenomieHuil,  paslIUYHBIX  YaTOB U MECCEHIKEPOB,
He yOeiMBWMCH B HX JOCTOBEPHOCTH  (IIepe3BaHMBAiTE  JHOIAM
UX IPUCIIABIINM); :
Ilpy ¥CIIONB30BAHUN HHTEPHET-CEPBHUCOB, B TO YHCIE IUIS IIOKYTIKU U TIPOIAXH
TOBAapOB U OKa3aHUs ycIyr (ABuTo, IOna 1 T.11.) 3aIIOMHHUTE psi/i IPOCTHIX IIPABILIT:
® HCIONB3YHTe Cpe/ICTBA OOLIEHH S, IPeIOCTABIECHHbIE JaHHBIMH CaiiTaMHK;
® HE MEPEXONMTh HA «UHIMBUIYalbHOE» OOLICHHWE C IOCTOPOHHUMHM JIHIAMHE
C UCIOJIb30BaHUEM JIMYHBIX HOMEPOB TeIe(OHOB;

® HE IepeflaBaliTe CBOM I€pPCOHANbHBIE [aHHblE, B TOM 4HCIA aipec
NPOXWBAaHMS, KOHTAKTHbIE Telne(OHbl, OAaHKOBCKHE DEKBH3UTBI H KOJIBI
NOATBEPXKI€HUSI OAHKOBCKUX OIEPALIUI;

® MHCHONB3yHTE TONBKO MOPSHOK W (DOPMBI OIUIATHI, MONyYEeHHS TOBApOB,
IpeNyCMOTPEHHBIE JaHHBIMH HHTEPHET-CEPBUCAMIL.

Ilpu omnare ToBapa u yciyr B cetm «MHTepHeT» (ocobeHHO mpu TpUBs3Ke
K PEryJApHBIM TLIATEXKaM WM aKKayHTaM) TpeOyeTcs BCEria yYMTHIBATH BBICOKYIO
BEPOATHOCTE IepeXoJa Ha MOJJCNBHBIN CalT, CO3JAaHHBIA [JIs KOMIIPOMETAI[HH
KIMEHTCKUX IaHHBIX, BKJIFOYasl IIJIATE)KHbIE KAPTOYHBIE JAHHBIE.

Jlis  MMHUMU3alMyd  BO3MOXKHBIX — XHIIEHUH OPpU  IPOBENAECHUH Omepaluii
C HCIOJIb30BaHUEM ceTh «MIHTepHeT» pekoMeHIyeTcs:
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® 0(OPMUTH BUPTYalIbHYIO KapTy C yCTaHOBIICHWEM pa3Mepa HHAWBHIYAILHOIO
JIUMHUTA, OrPaHUYUBAIOUICTO ONEpali, B TOM YHUCIE C HCIIOIb30BAHHEM
ApYrux OaHKOBCKHX KapT;

¢ BHHUMATCJIBHO 4YWTaTh TEKCTBl CMC-cooOLeHrii M HUHBIX YBEIOMJIEHH I
C KOZaMH [ONTBEPKICHUH, IPOBEPATH PEKBH3UTHI oneparmit. Eciu PEKBU3UTEI
HE COBNAJAIOT, TO TAKOM MapoJib BBOAUTH HEJb3S.

Korma 6ank cuuraer COBEpIIAEMBIE OT WMEHH KIHeHTa OIepalyu
TIOZI03pUTEBHBIMHU, OH MOXET 110 CBOESH HHHUIMATHBE BPEMEHHO 3a0JIOKUPOBAaTh JOCTYII
K cepBucam CMC-6anka u oHmaitH-kabuneTa. Eciu OIlepaliy COBEPILICHBI AepiKaTereM
KapThl, 17151 OBICTPOro BO30OHOBJIEHHS AOCTyIa K JEHEXHBIM CPEACTBAM IOCTATOYHO
II03BOHUTH B KOHTAKTHBIH 1IEHTp GaHKa. :

B cnydae yrepu wnu cmensr HOMepa Tene(oHa, MPHUBI3aHHOTO K OaHKOBCKOIL
KapTe, He0O0XOUMO:

® CBA3aThCS C OAHKOM JJISl OTKIIFOYEHHS YCITyTH CMC-yBenomienus;

® 3a0JI0KUPOBAaTh CHM-KapTy, 06PaTUBLIKCE K COTOBOMY OII€paTopy.

IIpy BO3HHUKHOBEHHH MaJleHIINX NIOJIO3PCHHUM HAacyeT IpearpPUHUMAEMbIX
TIOTIBITOK ~ COBCPIIEHHMS MOIICHHHUYECKMX JeHCTBHM ClleqyeT He3aMeIHTe bHO
YBEIOMIIATH 00 3TOM OaHK.

CobnrofieHre TIPUBENEHHBIX Mep U PEKOMEHAlUA IO3BOJHT MPEIOTBPATHUTh
CJIy4au QMCTaHI[MOHHOTO XMIIEHUS JEHEKHBIX CPEICTB.

YnpasiieHHe [0 Ha30py 3a CIEICTBHEM,
JO3HAHUEM U OIIEPaTUBHO-PO3BICKHOM NEATEIBHOCTHIO



